Ipunoxenne k npukasy I'BY «PCBC
Ne 128 ot 08.06.2023 .

INOJIOKEHHUE
o 3amuTte uHpopmamuu B I'BY «PCEC»

I. O6mue mooskeHus.

1.1. Hacrosmee ITonoxenne pa3paGoTaHO B COOTBETCTBHE C DenepanbHBIM 3aKOHOM OT
27.07.2006 No149-@3 (pex. ot 02.12.2019) «O6 MH(OPMALHH, HHDOPMALEOHHEIX TEXHOTOTHSX
u 0 samuTe uHbopmanum», DemepanrbHEM 3akoHoM 0T 27.07.2006 Nel52-®3 (pen. ot
31.12.2017) «O mepcorambHBX DaHHBIXY, [10CTaHOBIEHHEM IlpaButenscta PO ot 01.11.2012
Nel119 «O6 yrBepyxnennn TpeGoBanuit K 3allMTE NCPCOHANILHBIX AaHHBIX IIPU HX 00paboTke B
MH(OPMAIIMOHHBIX CHCTEMAX IEPCOHANBHBIX NaHHBIX», [locTanoBnenuem IpaButenscrsa PO ot
11.02.2017 Ne176 (pexn. ot 12.02.2020) «O6 yrBepxnenuy TpeGoBanmMit K AHTHTEPPOPUCTHIECKOMH
3alHIIEHHOCTH 00BEKTOB (Tepputopwmit) B chepe KyIbTYpPBl B (OPMEI HacmopTa 6e30MacHoCTH
OTHX O00BEKTOB (TeppuTopuii), Vkazom Ilpesunenta P® or 01.052022 Ne 250 «O
AOTIOJIHUTENPHBIX  Mepax 10 obecredenno HHYOPMAIMOHHON 6e30macHOCTH PoccHiicKoil
Deneparumy u henepanbHeM 3akoHOM 0T 14.07.2022 No 266-03.

1.2. Tlonosxxenue perymupyer nonmutuky I'bY «PCBCy» o 6e3omacuoctu HHPOPMALHOHHBIX 1
KOMMYHHUKAIHOHHBIX PECYPCOB M TEXHOIOTHH M OOIIHI OPSIOK 00pallleHus ¢ JOKyMEHTaMH,
COZCPXKAIMMH CITyKEOHYI0 HHYOPMAIIMIO OrpaHHIEHHOTO PacmpoCTpaHEHHUS ¥ yCTAaHABIHBACT:
- OOBEKTHI 3AIMATH HHYOPMAIIHY U CyGHEKTH JOCTyma K uH(GOpManuu HHHOPMALHOHHBIX CHCTEM
H PECYPCOB:

- OCHOBHBIC Yrpo3el HH(OpManMOHHOM GesomacHoCTH (namee — NMHOOPMALIMOHHA S
BE3OITACHOCTb) I'BY «PCBECy;

- OCHOBHbIC PUHIMTIBI HOCTPOCHHS CHCTEMBI 3a1UThl HHPOopMarmn [ BY «PCBCy;

- MEpBI, METOIBI U CPEACTBAa OOECIeYeHHs NHOOPMAILIMOHHAS BE3OITACHOCTH I'BY
«PCBCy. |

1.3. Hacrosimee ITonoxenue pa3paboTaHo C IEIbI0 YCTAHOBIEHHS HAIJIEKAIIETo HopsTIKa
PabOTEI ¥ co3/1aHue GE30MACHEBIX YCIOBHi cotpynaukoB I'bY «PCBC» (nanee — Yupexnenue), a
TakoKEe MCKIIOYCHHS BOSMOXKHOCTH NPOHHKHOBEHHS IOCTOPOHHKX JIHII, BEIHOCA MaTepUaTbHbBIX
LEHHOCTEH, MHBIX HAPYIIEHUH 00IeCTBEHHOr0 IopsiIKa.

1.4, Jlannoe Ilonoxkenme pasmemaercs Ha opurmaneHom caiite I'BY «PCBC» B
HH(OPMAIHOHHO-TEIEKOMMYHHKAIIHOHHOH CETH «HTEpHETY.

II. O6bexThI, MOANEKAIHE 3aMHTE.

2.1. B Yupexnenun obpabaTsBaeTcs HH(OPMAIKs, ColepKaIas CBeICHHUS OTpaHU4YEHHOI0
PacnpocTpanenus (CiyxebHas HHGOPMAIHS, TepPCOHATBHBIE JaHHBIE), U OTKPBITHIE CBEIEHUS.
3amure momIekaT Bee HMHDOPMALMOHHBIE CHCTEMEL VUpexIeHus, HE3aBUCHMO OT HX
MECTOHAXOXICHUS, YHCIAIIMECS HA OyXTIaNTepcKoM yueTe YupekeHus.

2.2. OcHOBHBIE 0OBEKTEI, MOJIEXKAIITHE 3AIUTE:

- HHpOPMAIMOHHEIE CHCTEMBI NIEPCOHANBHBIX TAHHBIX (manee — VICIIIH), a Taxke OTKpHITas
(obmenocrynHas) HHbOPMAIIHUS, HEOBXOUMAS TSI paboTBI YUpeskneHHs, He3aBUCHMO OT (POPMEL
1 BHJIA €€ IIPECTABIICHMSI,;

- IpOUecCcel 00paGoTku HH(OpPMAIUKM B HHPOPMALHOHHBIX CHCTEMAX VYupexnenus,
HH(QOPMAITMOHHEIE TEXHOJIOTHH, PErNaMeHThl Hponenypsl cbopa, o6pabOTKH, XpaHEHHS H
nepenayu HHGOpPMAITUH;

- HMHQOpMAIMOHHAs HMHQPACTPYKTYpa, BKIIOYAIOMAS CHCTEMEI o0paboTkH u aHanu3a
HH(QOPMAIUH, TEXHHIECKHE U TIPOrPAMMHbIE cpencrsa e€ 06paboTKH, Iepeaun 1 0TOOPaKEeHH,
B TOM HUCIIE KaHANbl HHPOPMAIMOHHOrO 0OMEHA U TENEKOMMYHHKAIIME, CHCTEMBI 1 CpencTBa
3aIMUTEI UHGOpMAaIH.

2.3. OcobeHHOCTH 06BEKTOB, MOIIEKAITHX 3AMIHTE:



- O0BE/IMHEHNE B EIUHYIO CHCTEMY OOJBIIOT0 KONHYECTBA TEXHUUIECKIX CpencTB 00paboTKu U
nepenadu uHGOpMaIuu;

- HEOOXOIMMOCTh 0OECTICYeH S HETPEPLIBHOCTH byHKIHOHEpOBaHUS Yupexnenus;

- BBICOKAS HHTCHCHBHOCTH MH(QOPMAIIMOHHBIX II0TOKOB;

- pa3HooOpa3ue KaTeropuii IoJIb30BaTeNeli.

ITI. Iesu u 3axa4u cucTeMbl 06ecnedeHust HHGOPMALHOHHON 6e30mACHOCTH.

3.1. Cybwextsr noctyna k uadopMarun npu obecneyeHur HHGOPMALHOHHON 6e30IacHOCTH
VupexxneHus sBIIOTCS:

- PaOOTHUKM YuUpeKAEHHS, YYacTBYIOLIAE B HHPOPMAIMOHHOM OOMEHE B COOTBETCTBHH C
BO3JIOXCHHBIMH Ha HUX JAOJDKHOCTHBIME OOS3aHHOCTSIMHE;

- Qusnyeckue nMIA, CBENEHHS O KOTOPBIX HAKAIIMBAIOTCS, XPaHITCS W 00pabaThIBAIOTCS B
MH(OPMAIIHOHHEIX CHCTeMaxX YupeKIeHus (B cootBeTcTBHE CO CT.14 DenepaabHOro 3aK0Ha OT
27.07.2006 Ne152-®3 «O nmepcoHanbHbX JAaHHBIX));

- COTPY/IHMKH BHCIMHUX OPraHM3alliii, 3aHUMAOMINXCS paspaboTKOM, OCTABKOI, PEMOHTOM K
obciyKuBaHHEM 060PYIOBAHHS UITH HUH(POPMAIHOHHEIX CHCTEM.

3.2. IlepeuncneHHeM cy6beKkTam JocTyna K nHGopManuy Heo6X0IUMO 06ECIEIUTD:

- CBOEBPEMEHHOCTE NIOCTYIIA K HEOOXOAUMOMN M HHBOpMAITHH (ee JIOCTYITHOCTb);

- JOCTOBEPHOCTH (IIOJHOTY, TOYHOCTb, AKTYAJIEHOCTb, LEeJIOCTHOCTB) MH(OpMAIUH;

- KOHQUIEHIIMAIBEHOCTE (COXPAHEHHE B TalfHE) ONpeNeNeHHON YacT HHpOPMAIHH, 3alIHUTy OT
HABA3BIBAHMUS JIOXKHOH (HELOCTOBEPHOM, HCKAXKEHHOM ) HE(DOPMAITHH;

- BOSMOXHOCTB OCYIIECTBJICHHSI KOHTPOJIS U YIIPABJIEHUs HIPOIEccaMu 00paboTku U mepenaqu
uHbOpManuy;

- 3aIUTY MHYOPMALMU OT HE3aKOHHOTO PACIPOCTPAHEHHUS.

3.3. Uenbto 3amuTel MHGOPMALMK, HA TOCTHKCHHE KOTOpOM HAaIlpaBJIeHO HACTOSIIee
Ilonoxenue, sBIsIeTCS 3aMIUTa OT BO3MOYKHOTO HAHECEHHS CyOBEKTOM MOCTyna K HHPOPMALHH
MaTepUanbHOro, GQH3UIECKOr0, MOPANIBHOTO HIIM MHOTO yiiep0Oa mocpecTBOM CIIy4aiHOTO HiTH
TIpEAHAMEPCHHOr0  BO3NEHCTBUA Ha WH(OOPMAIMIO, e HOCHTENH, MPOLECCHI 00paboTku u
Mepefaud. VYKasaHHas IeNb [OCTUTaeTCsi IIOCPEACTBOM OOECICHCHHS W IIOCTOSIHHOTO
HOINEPKAHUS CIEAYIOMINX CBOKCTB HH(OPMAIIUH:

- JIOCTYNIHOCTH HWH(OPMAIMM JUIi aBTOPH30BAHHEIX CYOBEKTOB moctyna (ycToH4HMBOroO
(DYHKIMOHHPOBAHUS CHCTEMBI, IIPH KOTOPOM aBTOPH30BaHHLIE CYOBEKTHI IOCTYIA HMEIOT
BO3MOXHOCTB IIOTy4eHHUsI HEOOXOAUMOM HHpOpMAIHH);

- OCJTOCTHOCTH M ayTCHTHYHOCTH (IIOATBEPX/IEHHE aBTOPCTBA) MHGDOPMAIHH, XPAHHMOH W
obpabarbiBaeMoli B cucTeMax YupexneHus, u IepenaBaeMoH 10 KaHallaM CBSI3H,

- KOH(UIEHIMANBHOCTH — COXPAHEHHS B TaiiHe OIPENIEJICHHOW YacTH HHGOPMAIIUHU, XPAHUMOH,
oOpabaTsiBaemolt U IepezaBaeMoil 0 KaHaiam cBs3H. HeoGXO0mIMBLi YPOBEHB JIOCTYITHOCTH,
LEJIOCTHOCTH M KOHQUAECHIMATBHOCTH HHMOPMAIMY 06eCIIeUnBAETCS METONAME 1 CpPENCTBAMH,
COOTBETCTBYIOIIMMH MHOXKECTBY 3HAYUMBIX YIPO3.

3.4. OcCHOBHBIC 3alaull CHCTEMBI OOeCIeYeHHS uHpOPMaLHOHHON Ge3omacHocTH. Jliist
AOCTHIKCHHUS OCHOBHOH IIEJIH 3aIUThI K 00ECTICUEH ST YKa3saHHBIX CBOMCTB HH(OPMALMH CHCTeMA
uH(bOpMaIHOHHAsT GE30IACHOCT JOJDKHA 06eCIeunBAaTh pEILIEHUE CIEAYIONINX 3a1a4:

- CBOCBPEMEHHOE BBIIBIICHUE, OLIEHKA U [IPOTHO3UPOBAHKE HCTOYHUKOB yrpo3 HH(POPMAIIHOHHOI
0e30IIaCHOCTH, TIPHYMH U yCIOBHH, CIOCOGCTBYIOMMX HAHECEHHMIO ymepba cyOnekram
MH(OPMAIMOHHEIX OTHOILICHHH, HAPYIIEHHIO HOPMAIBHOTO (GYHKIIMOHHPOBAHHSI CHCTEM,

- CO3/IaHue MEXaHHU3Ma OIIEPATHBHOIO PearnpOBaHMs Ha yrpo3bl 6E30IaCHOCTH HH(OPMALIHH;

- CO3/[aHNE yCIOBUH Il MUHUMU3AIMH U JIOKAIH3Al[HH HAHOCUMOTO yIrep6a HENPaBOMEPHBIMH
AEHCTBHAMH (U3NIECKUX ¥ IOPHIXICCKUX JIHL], 0CIA6IIEH e HETaTUBHOTO BIMSHAS 1 TAKBH AL
IIOCNIENICTBUH HApyIIeH s Oe30macHoCTH HH(GOPMAIIHH;

- 3aMMTY OT BMCINATENLCTBA B IPOLECC QYHKIMOHMPOBAHHS CUCTEM Y UPEXIEHHs TOCTOPOHHHX
Ui (ZOCTYN K MHGOPMAIMOHHEIM pecypcaM IOJDKHBI UMETh TOJNBKO 3apETUCTPUPOBAHHBIE B
YCTaHOBJICHHOM TIOPSJIKE HOJIb30BATENH );



- PasTPaHHyCHHUE I0CTyIIa II0JIB30BATENel K HHPOPMALHOHHEIM, anmnapaTHeIM, IPOrPAMMHEBIM 1
HHBIM pecypcaM - OOecIledYeHHe IOCTYyIa TOJIBKO K TeM pecypcaM M BBIIOJHEHHS TONBKO Tex
OII€palluii ¢ HUMH, KOTOPBIE HEOOXOIUMBI KOHKPCTHBIM ITOJIB30BATEIISIM [IJISl BBITOJIHEHHS CBOHX
CIyeOHBIX 00sI3aHHOCTE}H;

- obecrieyenne ayTeHTH(UKALHH TIONB30BATENEH, YYAaCTBYIOIUX B HHPOPMAIHOHHOM OGMEHE
(IOATBEPIKIEHNE IOMTHHHOCTH OTIIPaBHUTENA U MOJIyYaTelis HHPOPMAHH);

- SAMIUTY OT HECAHKIIMOHMPOBAHHOM MOIM(DHKAIHHI HCTIOJIB3YEMBIX B CHCTEMAX IIPOrpPaMMHBIX
CPEACTB, a TAKKE 3alllUTy CHCTEM OT BHEAPEHHS HECaHKIIHOHUPOBAHHAIX IIPOTPaMM, BKIFOYAs
KOMIIBIOTEPHBIE BUDPYCHI;

- 3QIUTY MHQOPMAIIMK OT YTEUKH 110 TEXHHISCKHM KAHATIAM npu ee 06paboTKe, XpaHEeHHH H
Iepeaaye o KaHajaM CBS3H. '

3.5. OCHOBHBIE Ty TH PELICHHUS 387124 CHCTEMBbI HH(pOPMaHOHHOM 6€30macHOCTH VYupexnenus.
OcHoBHBIe 1Ienm o6ecrieuenus HH()OPMAITHOHHOM 6E30MacCHOCTH W PCIIEHHE MEPEeUYHCIEHHBIX
BBIIIIE 3874 JOCTUTAIOTCS:

- Y4ETOM BCEX MONENKAIIHUX 3aIIUTe MHOOPMALMOHHBIX CHCTEM Vupexnenus;

- Y4€TOM [IeHCTBHH HepCoHaNa, OCYIIECTBISIOMIEro o0CIyXHBaHHE W MOAUDHKALHIO
TIpOTPaMMHBIX ¥ TEXHUYECKUX CPEIICTB KOPIOPATHBHOM HH()OPMAI[MOHHON CHCTEMBL;

- IOJHOTOH, pEalbHON BBIIOIHHUMOCTBIO U HETIPOTHBOPEYHBOCTBIO TPeOOBAHUM JIOKAILHBIX
HOPMaTHUBHBIX aKTOB YUpEKIEHHUS T10 BOIPOCAM 0OeCIeueHus MH()OPMaLMOHHOM Ge30IacHOCTH;
- IIOZIFOTOBKOM JIOJDKHOCTHBIX JTHII (paGOTHHKOB), OTBETCTBEHHEIX 34 OpraHu3aIuio

M OCYIICCTBIICHHE NPaKTHYECKUX MEPOHPHATHH 10 0OeCHeueHmio HH()OPMAIHOHHO]
Oe3omacHocTH;

- HaZIC/ICHUEM KaXI0T0 paOOTHHKA (TIOIB30BATENs) YUPEKIeHUS MEHEMAILHO HEOOXOTUMBIMH
UL BBIOJHCHAS UM CBOMX (DYHKIMOHAIBHBIX 0GS3aHHOCTEH MOTHOMOUMSMHI 10 JIOCTYTy K
HH(OPMALIOHHBIM pecypcam Yupexnenus;

- 9CTKUM 3HaHHEM U CTPOI'MM COOJIFOZIEHHEM BCEMH II0JIb30BATEIISIMU HHPOPMAIIHOHHBIX CHCTEM
YupexneHus TpeGOBaHHH JTOKATBHBIX HOPMAaTUBHBIX aKTOB YUpEXACHHS [0 BOMpPOCAM
obecneueHHs HHYOPMALHOHHON Oe3omacHocTH;

- TIEPCOHANBHON OTBETCTBEHHOCTBIO 38 CBOHM NEHCTBHA KAXKIOIO paboTHHKA, B PaMKaX CBOMX
DYHKIMOHANBHBIX ~ OOS3aHHOCTEH HMMEIOIIEro AOCTYIl K WH(OPMAIIHOHHBIM  pecypcam
Yupexnenus;

- HCNPEPRIBHEIM ~ MONIEPXKAHHEM HEOOXONUMOTO YpOBHS  3AlMINEHHOCTH  3IEMEHTOR
MH()OPMAIIMOHHEIX CHCTEM Yupexnenus;

- TPUMCHEHHEM IIPOrPaMMHO-ANIaPaTHBIX CPENCTB 3AlHUThI HH()OPMALMH ¥ HENpepBIBHOL
4IMHHUCTPATHBHOM ITOUIEPKKON UX HCIONB30BAHHS;

- 3QQEKTHBHEIM KOHTpONEM Haj COGIIONEHHEM [I0JIB30BATEISMI MH()OPMAIHOHHEIX PECYPCOB
Yupexaenust Tpe6oBaHui 110 06ecIeyeHHO HHPOPMAITHOHHOM 6€30macHOCTH.

IV. OcnoBHble yrposer uadopmanmonnoii 6e30nacHocTH Yupexnenus.

4.1. CymectByer nBa BHma yrpos HH(POPMAITHOHHOM 6€30IaCHOCTH:
- HCKYCCTBEHHBIC — yIPO3EL, BEI3BAHHEIE IEATEIbHOCTRIO YETIOBEKA,
- CCTECTBEHHBIE — YIDO3blI, BHI3BAHHELIE BO3ICHCTBHIMH HA HHPOPMAIIHOHHYIO CHCTEMY U ee
SJNEMEHTBI OOBEKTHBHBIX (U3UYECKHMX IIPOLECCOB TEXHOTEHHOTO XapakTepa HJIH CTHXHHHBIX
IIPHPONHBIX ABIECHUH, HE 3aBUCAIIMNX OT YeIOBEKA.

4.2. Hawbomee 3HaumMBIMH yrposamu UHPOPMAITHOHHON 6e30macHOCTH YupexaeHus
(cocobamu HaHecenus ymep6a cyOBeKTaM HH(GOPMAIIMOHHBIX OTHOIIEHUN ) SIBISIOTCS:
- HapymeHue (QYHKIHOHAILHOCTH KOMIIOHEHTOB MH(DOPMAIIHOHHBIX CHCTEM YUPEXICHES,
O10KMpoBaHKe HHOPMAIIHH, HAPYLIECHHE TEXHOTOTHUECKIX IIPOTIECCOB, CPLIB CBOCBPEMEHHOTO
PEIIeHHUs 3a/1a4;
- HApYIICHHE ENOCTHOCTH (MCKaXeHHE, TIOMEHa, yHHYTOXKEHHE) HHPOPMAIHOHHEIX pecypcos
Ypex/eHns, a TaKke GarbcuduKarys (o menKa) TOKYMEHTOR;
- HapyIIeHNe KOHQUIEHIIMANBHOCTH (pasriallieHye, yTeuKa) IIEPCOHANBHBIX JTAHHBIX.

4.3. OCHOBHEBIE HCTOYHUKY yTpO3 HHMOPMAIMOHHOMN 6€30IaCHOCTH Yuapexnenus:



- HEmpeJHaMepeHHble (OIMMOOYHBIE, ClydaliHble, Ge3 370r0 yMbICTA W KOPBICTHBIX IIeJIei)
HapyIICHHUs yCTaHOBJIEHHBIX PErNaMEHTOB cOopa, 06paboTKHU U Iepenaun HH(OPMAIHH, a TAKKe
TpeboBanuii Oe30macHOCTH HHGOPMALMH U IPYTHE AeHCTBHS MMOIb30BaTeNei HH)OPMAITHOHHBIX
cucreM VYupexnenus (B TOM dUHcle pabOTHHMKOB, OTBEYAIOIIHX 34 o0ciyXuBaHue u
aJIMMHHACTPUPOBAHHUE 3JIEMEHTOB HH()OPMAITHOHHBIX CHCTEM), IIPUBOISIITHE K
HENPOM3BOUTEBHBIM 3aTpaTaM BPEMEHH U PECYPCOB, PA3TNANICHHIO CBENICHHH OrPaHHIEHHOr0
PaclpoCTpaHCHUS, [OTEpPe INEHHOM HH(OPMANUM MM HAapyIEeHHIO paGOTOCIOCOGHOCTH
5JIEMEHTOB MH(MOPMAIIHOHHEIX CHCTEM;

- IpENHAMEPEHHBIE (B KOPBICTHBIX LEISIX, MO IPHHYKICHUIO TPETHUMH JIHLIAMH, CO 3JIBIM
YMBICIIOM H T.II.) ACHCTBHS JIETANBHO JOMYEHHBIX K HHPOPMALHOHHEIM pecypcaMm YupexaeHus
nonb3oBarenedd (B TOM 4Yuclie paOOTHHUKOB, OTBEYANOIIMX 32 obciy)XuBaHHE H
aIMHHHUCTPUPOBAHUE  JJIEMEHTOB ~MH(QOPMALMOHHBIX ~ CHCTEM), KOTOpHIE MpPHBOIIT K
HCIHPOM3BOIUTEIIBHBIM 3aTpaTaM BPEMEHU U PECYPCOB, PasIAEHUIO CBEAEHHI OrpaHHIEHHOTO
PacrpOCTPAaHCHHUS, IOTEPe LEHHOW HH(OPMALMK MM HAPYLUIEHHIO pPaboTOCIOCOGHOCTH
3JIEMEHTOB MH(OPMAIIMOHHBIX CHCTEM Y UpexKICHHS;

- YHAJICHHOC HECAaHKIHOHMPOBAHHOE BMELIATEIHCTBO MMOCTOPOHHHX JIMII M3 BHENIHHX CeTel
oOmiero HasHaueHHWs (IPEeXIe BCETO 4dYepes CeTh WuTepHeT), depe3 JerampHblE W
HCCAHKIIMOHMPOBAHHBIE KaHANBl IOIKIIOYEHHA K TaKUM CeTSAM, HCIOJB3YS HEIOCTATKH
IIPOTOKONIOB  OOMEHa, CpeACTB 3allUTHL W  DAasTPAHHUECHHS YHAIEHHOTO IOCTyna K
HH()OPMAaIMOHHEIM PECypcaM;

- OIIMOKH, NOMyINEHHbIE P pa3paboTKe JIEMEHTOB MH(DOPMAIIHOHHBIX CHCTEM YUpeKIeHUS |
MX CUCTEM 3alUTHI, OLIMOKH B IIPOTPAMMHOM 00€ECIIEUEHHH, OTKA3bI H COOM TEXHUIECKUX CPEINCTB
(B TOM 9HCIIE CPENICTB 3AIIUTHl HHDOPMAITHH);

- TEXHUYIECKUE COOU 31€MEHTOB HHPOPMAIHOHHBIX CHCTEM.

4.4. IlyTa peanu3aiuu yrpos uHGOPMAITHOHHON 6e30IacHOCTH YuapexneHus.

4.4.1. TlyTu peanusanvv HempeIHAMEPEHHBIX HUCKYCCTBCHHBIX YIpo3 HH(DOPMAaIHOHHOIA
OesomacHOCTH YupexaeHus.

PaboTHUKM ~ VupexIeHus, SBISIONHMECS ABTOPH30BAHHBIMH cyObeKkTamMu  [mocTyma
MH(QOPMAOHHBIX CHCTEM, & TakXke pabOTHHKH, 00CIIy)KHBAOIHE OTAEIbHBIE JJIEMEHTH
HH(OPMAIHOHHBIX CHCTEM, SBISIOTCS BHYTPEHHUMH HCTOYHHKAMHE CIIy4alHBIX BO3JEHCTBHII.
OCHOBHBIE TyTH peau3aliyi HEIPEJIHAMEPEHHBIX HCKYCCTBEHHBIX (cyOBEKTHUBHBIX) YIpo3
HH(pOPMAMOHHOH 6e30macHOCTH YupexKneHns (neHcTaus, COBEpIIaeMbl€ JTIOJABMH CIIy4aiHO, 110
HE3HAHUIO, HCBHUMATEILHOCTH MITH XaJIaTHOCTH, U3 JIFOOOIIBITCTBA, HO 0€3 3110r0 yMBICHA):

- HCOCTOPOXHBIE [CHCTBUS, NIPUBOAANIME K YACTHYHOMY WM TIOJHOMY HAapyIICHHIO
(GyHKIMOHATBHOCTH 3/1EMEHTOB HH)OPMALIHOHHEIX CHCTEM Yupexnenus;

- HEOCTOPOXHBIE NEHCTBHS, NPUBONANIME K pasrallleHHI0 WH(OPMAlMH OrpPaHHYeHHOTO
PacIpoCTpaHEeHHUS MIIH JENIAI0IINE ee 00IIeJ0CTYIIHOM;

- pasrnaimieHue, nepeaada WK yTpara aTpuOyTOB pasTpaHHUYEHHS HOCTyIa (KIoYel (I0rMHOB),
[apoJieH, KIIFOUEBBIX HOCUTEIEH | T. 11.);

- UTHOPHPOBAHHUE YCTAaHOBJICHHBIX IIPABHII IIpH paboTe ¢ HHPOPMAIHOHHBIMHA PECYPCAMY;

- MPOEKTUPOBAaHUE AITOPUTMOB 00OPabOTKM NAaHHBIX, pa3paboTKa MPOrpaMMHOI0 0OECIIeUeHHUs ¢
BO3MOXKHOCTSAMH, NPEICTaB/LIIOMIUMH ONACHOCTh I/l (QYHKIMOHHUPOBAHUS HWH()OPMAIHOHHBIX
CHCTEM U UH(POPMAIMOHHOH 6€30IacHOCTH Y UpeKIeHHS;

- TepechUIlKa HH(OpMAlWK II0 ONIMOOYHOMY O3JIEKTPOHHOMY anpecy (yCTpoOifcTBa); BBOJ
OIIUOOYHBIX TAHHBIX;

- HEOCTOPOIXKHAs II0pYa HOCUTeNeH HHbOpPMaIHH;

- HEOCTOPOXKHOE ITOBPEXICHHUE KAHAIOB CBSI3H,

- HENpPaBOMEPHOE OTKIIOYEHUE 000PYNOBAHUS MIIH U3MEHEHHE PEKMMOB pabOTHl 371EeMEHTOB
UH()OPMAIIMOHHBIX CUCTEM;

- 3apaKeHKE KOMIIBIOTEPOB BUPYCAMHU;

- HECAHKIMOHMPOBAHHBIA 3allyCK TEXHOJOTMYECKUX HPOTPAMM, CIIOCOGHBIX BBI3BATH MOTEPIO
paboTOCOCOOHOCTH ~ 3JIEMEHTOB  WH()OPMALMOHHBIX ~ CHCTEM MM  OCYIIECTBIISIOIHX
HeOOpaTHMblE B HHX W3MeHeHus ((hOpMAaTHpOBaHME WIH PECTPYKTYPH3ALHMIO HOCHTEIeH
UH(poOpManuH, yAaeHHE TaHHbIX);



- HCKOMIICTCHTHOC HCTIONb30BAHUE, HACTPOMKA WM HENPABOMEPHOE OTKIIOUEHHE CPEJICTB
3aIIUTHL

4.4.2. Tlytm peanusaniu mpeTHAMEPEHHBIX HCKYCCTBEHHBIX (CYOBEKTHBHBIX) yIrpo3
MH()OPMAITHOHHOM 6E30IIaCHOCTH.

OCHOBHBIE BO3MOXHBIE TTYTH YMBIILIEHHOMH Jle30pranu3anuy paboThl, BHIBOJA 3JIEMEHTOB
HH(GOPMAIMOHHBIX CHCTEM U3 CTpOA, HECaHKIIMOHUPOBAHHOTO JOCTya K HH(OpMAaIHH (c
KOPBICTHBIMH LETIAMH, [0 IPUHYKAEHHUIO, U3 KEJIAHHS OTOMCTHTB):

- YMBIIUICHHBIE JEHCTBHS, IPUBOIANIME K YACTHYHOMY MIH IOTHOMY HapyIIeHHIO
(DYHKIHOHATBHOCTH 1IEMEHTOB HHPOPMALHOHHBIX CHCTEM Yupexnenus;

- NEHCTBUS TI0 N€30praHu3alii HYHKIHOHAPOBAHMS MH()OPMAaVOHHBIX CHCTEM Y4UpexkneHns,
XHIICHUC JJICKTPOHHBIX JOKYMEHTOB H HOCHTENEH MH(OpMAIMH; HECaHKIHOHHPOBAHHOE
KOITMPOBAHKE SJICKTPOHHBIX TOKYMEHTOB U HOCUTENEH HHPOPMALUH;

- YMBIIUIEHHOE HCKaXCHUE HH(POPMAIMH, BBOJ HEBEPHBIX JAHHBIX;

- OTKIFOYCHHE MM BBIBOA M3 CTPOS IOJCHCTEM OO€CIedYeHHs (YHKIMOHMPOBAHHUS HIEMEHTOB
MH(POPMAIMOHHEIX CUCTEM (DIEKTPOIUTAHHIS, OXJIKICHHS 1 BEHTHJIAIIUH, TMHUHN U alllapaTypsl
CBSI3H);

- IepexBaT NaHHbIX, IEpelaBa€MEIX 110 KaHaJlaM CBSA3H U MX aHAJIM3,

- HC3aKOHHOE TIOJy4eHHe aTpUOYTOB pasTPaHHYEHHS MAOCTYNA (WMCIIONB3YS XalaTHOCT
TI0JIb30BaTeNeH, yTeM IOANENKH, TOA00pa Mapois);

- HCCAaHKIIMOHUPOBAHHBIA NOCTYI K pecypcaM MH(MOPMAIHOHHBIX CHCTEM C pabOdHX CTAHIIHIL
aBTOPH30BaHHEBIX CyOBEKTOB JOCTYIIA;

- XMIIEHHE UIIH BCKPHITHE MH(PPOB KPUITO3AIIUTEH HHPOPMALIHH;

- BHCNIDCHHE alllapaTHBIX U MPOrPaMMHBIX 3aKJIa/I0K C IEJBI0 CKPBITHO OCYLIECTBIATh JOCTYI K
MHQOPMAMOHHBIM ~ pecypcaM WM [e30pTaHH3aliu (QYHKIIHOHUPOBAHHS  3JIEMEHTOB
MH()OPMAIIHOHHBIX CHCTEM YUpeXkIeHHS;

- HC3aKOHHOE HCIIOJIb30BAHME 3JIEMEHTOB HH()OPMAIMOHHBIX CHCTEM, HapyIIarolee IpaBa
TPETBUX JIUIT;

- IPUMCHCHUE MOACTYIMBAIOIIUX YCTPOUCTB, POTO U BUIEO CheMKa JJisl HECAHKIIHOHHPOBAHHOTO
chbeMa HH(pOopMaITiu.

4.5. IlyTu peanu3amiy OCHOBHBIX €CTECTBEHHBIX YTPO3 HHPOPMAIHOHHON 6€30aCHOCTH:

- BBIXOJI M3 CTPOst 000pyI0BaHKs HH(POPMAIMOHHBIX CUCTEM H 060PYIOBAHUS 06ECIIEUeH S €T0
GyHKIHOHMPOBAHUS;

- BBIXOJ M3 CTPOSL UJTH HEBO3MOXXHOCTh MCIIONB30BAHUS JIMHUMN CBS3H;

- MOXKapbl ¥ CTUXUIHEIE O€/ICTBHS.

4.6. Mozens BO3MOXKHBIX HAPYIIHUTENEH.

4.6.1. Tume! HapymwTenei:

C y4eToM KaTeropHu JIHI], MOTHBAIWY, KBATM(DUKAIIMH, HATHUIAS CIENHAATEHBIX CpEICTB:

HexomneTeHTHBIH (HEBHHMATEIBHEIA) [OJB30BATENh — pPAOOTHHK  YUpEKICHHS (MK
TIONpa3ICIICHHs] BHEIIHEH OpraHu3allMy, 3aHMMaloIIelcss 00CIyXuBaHHEM HH()OPMAIHOHHBIX
CHCTEM YUpeXXOeHHUs), IPEeINPHHAMAIOIINN MONBITKY BHINOJHEHMS 3aNpeIeHHbIX AeHCTBHH,
A0CTyna K 3allliIacMbIM pecypcaM MHQOPMAIMOHHBIX CHCTEM C IIPEBBIIIEHHEM CBOHX
TNIONTHOMOYHH, BBOJA HEKOPPEKTHBIX JAHHBIX, HAapYLIECHMs [IPABHJI M PETIAMEHTOB PabOTHI C
uHpopmalmed, nedcTBys Mo ommOKe, HEKOMIETEHTHOCTH MIIM XalaTHOCTH 0e3 yMbICIa H
UCIIOJIB3YIOIINHI IIPH 3TOM TOJIBKO IITATHEBIE CPEICTRA,;

Jrobutens — pabGoTHEk VYupexueHHs (WM TOApAasNeleHHs BHEIIHEH OpraHH3aIlHH,
3aHUMAFoIIecss 0OCIy)KMBAaHHEM HMH(BOPMAIMOHHBIX CHCTEM YHUPEXJIEHHS), IBITAIOMUHCS
HApYLIUTh CHCTEMY 3alIKUThI O€3 KOPBICTHBIX II€JIe, yMBICHIA WK JIJIs CAMOYTBEPIKICHUS.

IIpu 3TOM HCHONB3YIOTCA PasIMYHBIE METOIbI MOJYYEHHS IOMOJHHTENBHBIX MOIHOMOUMIT
JI0CTyIIa K pecypcam, HEJOCTATKH B IIOCTPOEHUHU CHCTEMBI 3allIUTHI U HOCTYIIHbIE EMY IITATHBIE
CpeACTBa (HECAaHKIMOHUPOBAHHBIE IEHCTBHS MOCPEACTBOM IPEBHILIIEHHS CBOMX MTOJHOMOYHH Ha
HCIIONIb30BAHHUE Pa3peHICHHBIX CPEICTB), HEIITATHBIE MHCTPYMEHTAIBHBIE U TEXHOJIOTHUYECKHE
[IPOTpaMMHBIE CPENICTBA, CAMOCTOSTENBHO pa3pabOTaHHBIE MIPOTPaMMBI WIIH CTaHIAPTHBIE
JOTIOJIHUTEIbHBIE TEXHUYECKHE CPENICTRA.



BHyTpeHHu# (BHEIIHWH) 3/IOYMBIIUIEHHMK - aBTOPU30BAHHBIH CyOBEKT HoCTyma
(II0CTOpOHHEE JMI0) AEHCTBYIOMUM Ie/eHapaBlIeHHO (B TOM YHCIIE B CTOBOPE C JNHI[AMH, HE
SBIIIOIMMECS pabOTHUKaMU Yupexxnenus). [Ipy 3TOM HCIONB3YIOTCS METOMBI M CPENCTBA
B3JIOMa CHCTEMBI 3aIlUTHI, BKIIFOYAs areHTypHBIE METOJBI, IIACCHBHBIE CPECTBA (TEXHHYECKHE
CPEZCTBA MepexBara), METOBI U CPEICTBA aKTUBHOTO BO3JENUCTBHS (MOAM(DHUKAIINS TEXHHUESCKHX
CPEICTB, TOAKIIOYEHHE K KaHajaM Iepeladyd JaHHBIX, BHEAPEHHE MPOrPAMMHEIX 3aKJIAf0K H
HCIIOJIb30BaHHE CIENHMAIBHBIX MHCTPYMEHTAIBHBIX M TEXHOJIOTHYECKHX IMPOrpaMM), a TaKikKe
KOMOMHAIMK BO3/IeHCTBUH, KaK H3HYTPH, TaK U U3BHE Y UPEIKICHHS.

4.6.2. BHyTpeHHUE HAPYIITNTEIN:

BuyTpeHHuM HapymmTenem MOXeT OBITh IMIO W3 CIETYIONMX KaTErOpHi pPabOTHHKOB
Vupexnenus:
- 3apCIUCTPUPOBAHHBIC IIOJB30BATENH U [EPCOHAN, OOCIY)KHBAIOIIMN TEXHHYECKHE CPEICTBA
MH()OPMALOHHBIX CHCTEM YUpEKISHHS,
- pabOTHHKM, B TOM UYHCI€ PYKOBOJHTEIM, HE SIBJISIOIIUECS 3aperucTPUPOBAHHBIMH
TIOJIb30BATEIAMM ¥ HE OIYIICHHBIE K HH()OPMAIIMOHHBIM pecypcaM YUpeKIeH s, HO HMEIOLIHe
JOCTYII B 34aHUSI U IOMEIIIEHHSI;
- PaOOTHHKH, B TOM YHCle PYKOBOIMTEIH, 38 HCTBOBAHHbIE B Pa3pabOTKe U CONPOBOXKAECHHH
IIPOrpaMMHOT0 oOecreueHusl.

4.6.3. BHemHue HApYIIHTENN:

BHeIIHAM HapyMTeNeM MOKET OBITh JIHIIO U3 CIETYIONMIX KaTerOPHii:
- PaOOTHUKH YIPEXIEHHS, C KOTOPEIMH IPEKpallieH (PaCTOPTHYT) TPYIOBOH JOrOBOD;
- IPEACTABUTENN BHEITHUX OpraHU3alii, 3aHUMAIOIIUXCS pa3paboTKOM, IIOCTaBKOM, PEMOHTOM H
00CITy>KHBaHUEM 3JIEMEHTOB HH(POPMAIIMOHHBIX CHCTEM;
- WICHBI IPECTYIHBIX OpraHu3allui WK JIAIA, JeHCTBYIOIIHE 110 UX 3aJaHUIO;
- IMNa, CIy9alHO WJIM YMBINUIEHHO IPOHMKINNE B JIOKAIBHYIO BBIYHCIHTEILHYIO CETh
YupexneHus u3 BHEITHUX TeIeKOMMYHHUKAIUOHHBIX CETel (XaKepsl);
- aIMHMHHCTPATOpPBl aBTOMATH3MPOBAHHBIX CHCTEM YUPEKICHHS, MUMEIOIIHE HEOrPaHHYEHHBIH
JOCTYI K HH(OPMAIMOHHEIM PECypcaM KOMIIOHEHTOB KOPHOPATHBHOH HH(MOPMAIHOHHOM
CHCTEMbI. AZIMHHHCTPATOPB! aBTOMATU3MPOBAHHBIX CHCTEM MOI'YT OTHOCHTBCS KaK K BHEITHHM,
TaK ¥ K BHYTPEHHUM HAPYIIHUTEISIM.

4.7. Vrteuxa mHGbOpPMAIMH II0 TEXHWYECKMM KaHAlaM IIPU IPOBEJEHHH MEPONPHSTHH U
OKCILTyaTallul TEXHHYECKHMX CPENCTB YyCTAHABIMBAIOTCS CIEAYIOIIME KaHAIbl YTCUKH HIIH
HapYIIEHHUS IENTOCTHOCTH HHPOPMaLlUK, HapyIIeHHs pab0TOCIOCOOGHOCTH TEXHIIECKHX CPEICTB:
- T00OYHEIE 3JIEKTPOMATHUTHBIE H3IyYeHUs HHOOPMATUBHOTO CUIHAIIA OT TEXHHYECKHX CPEJICTB
YupexneHus 1 THHIN nepenadn nHPOpMaIuy;

- HaBOJKM HH(MOPMATUBHOTO CHI'HAJIa, 00pabaThIBAEMOr0 TEXHUYECKUMH CPENCTBAMH JIOKAILHOM
BBIYHUCIIATENFHON CETH YUpeKAEHHWs, Ha IPOBOAA ¥ JIMHHH, BBIXOIAINHE 3a IPeIeiibl
KOHTPOJIHPYEMOM 30HBI Y UpEXKAEHHS, B T.4. Ha IIeMH 3a3eMJICHUS B JIEKTPOIUTAHHUS;

- DJIEKTPHUYECKHE CHUTHAJIBI MM paSHOU3IydeHHs, 00yCIIOBICHHBIE BO3ACHCTBHEM Ha CPEICTBA
nepefadyd  MHGOpMAIMM ~ BBICOKOYACTOTHBIX ~ CHTHAJOB, CO3JABAEMBIX C  IIOMOIIBIO
pasBedbIBATENBHON anmapaTypbl, 0 3Qupy H MpoBOAaM, JIMOO CHTHAIOB IIPOMBIIUIEHHBIX
pamiiOTEXHUYECKUX YCTPOHCTB (paguoBelaTeNbHbIe, PaIdOIOKAIIMOHHEIE CTAHIMH, CPEICTBA
PalMOCBS3H U T.II.), ¥ MOLYJIsiIUeld nX HHGHOPMATUBHEIM CUTHAIOM;

- aKyCTHYECKOE H3JIydeHHEe HH(YOPMATHUBHOIO PEYEBOIO CHTHAJIA HIIM CUTHAJIA, 00YCIIOBICHHOTO
(GyHKIMOHHpOBaHHEM TEXHUYECKUX CPEACTB 00pabOTKU HH(POPMALIUH;

- DJIIEKTPUYECKHE CUTHAJIbI, BO3HUKAIOIIHE IIOCPEICTBOM IMpeoOpa3zoBaHis HH(YOPMATHBHOTO
CHTHAJ]a M3 aKyCTHUYEeCKOTO B JJIEKTPUUECKHH 3a cueT MHKpodoHHOTO »dddexTa U
pacIpoCTpaHsIoIMKecs 0 IPOBOIAM U JIMHUAM IIepeIadyd HHPOPMAIIHH,

- BHOpDAllMOHHBIE CHUTHAJIBI, BO3HUKAIOLIWE IIOCPEICTBOM IpeolOpasoBaHus HH()OPMATHBHOTO
aKyCTHYECKOI'0 CHTHala IpH BO3ACHCTBHH €ro Ha CTPOUTEIbHBIE KOHCTPYKIUH H HH)XEHEpHO-
TEXHUYECKHE KOMMYHHUKAITHH BBIEICHHBIX TOMEIIECHHH;

- BO3/JICMCTBHE HA TEXHUYECKUE WM MPOTPAMMHBIE CPEICTBA B IEJISIX HAPYIIECHHUS IEJIOCTHOCTH
(YHHYTOXEHHUS, HCKAXEHHS) HHPOPMAIHU, pab0TOCTIOCOOHOCTH TEXHUUECKUX CPECTB, CPEACTB
3aLUTEl HH(POPMAITUH, aAPECHOCTH U CBOEBPEMEHHOCTH HH(OPMAIHOHHOTO 0OMEHa, B TOM YHCIIe



SNCKTPOMArHUTHOEC, YE€PE3 CHEHUANBHO BHEIPEHHBIC JJIEKTPOHHEBIE U IIPOrpaMMHBIE CPENCTBA
(«3aKmamKmy);

- HepexBaT WHGOPMALMK HIM BO3NEHCTBHE HA HEE C KCIIONB30BAHMEM TEXHHYECKUX CPENCTB
MOKET BECTHCh HEIIOCPEACTBEHHO M3 3[aHUM, PACIIONIOKEHHBIX B HEIOCPEICTBEHHOMH OIH30CTH
0T ODOBEKTa, MECT BPEMEHHOTO IIpeOhIBaHMU, 3aWHTEPECOBAHHBIX B I€pexBaTe HHPOPMALUH HITH
BO3NEHCTBHY Ha HEe JIUI[ NIPH IOCEIIEHHH UMM YUpPeXKIEHHS, 4 TAKKE C TIOMOIIBIO CKPBITHO
yCTaHABIIMBAEMOW aBTOHOMHOH aBTOMATHUYECKOH anmaparypst.

V. OcHOBHbIE IPHHLMIIBI HOCTPOEHHS CHCTEMbI 32 IHATHI HHbopManm.

Iloctpoenue cuctems! 3amuTe! HEGOPMAIHHI Yupexxnenus u ee GpyHKIHOHAPOBAHHIE JOIKHBI
OCYIICCTBIATECS B COOTBETCTBHHM CO CIIEAYIONMMY OCHOBHBIMHU TIPHHIIATIAMH:

5.1. 3akoHHOCTSB.

IIpenmonaraer ocyiecTBIEHHE 3aIUTHBIX MEPOIIPUSATHH M pa3pabOTKy CHCTEMBI 3AIlHThI
MH()OPMaNUU YUpeXNeHHsS B COOTBETCTBUH C JEUCTBYIOIMM 3aKOHOIATENECTBOM B OOJACTH
vH(bOpMaIuu, HHGOPMATH3AINH U 3AIUTHI MH(OPMAIMH, a TaKKe JPYTHX HOPMATHBHBIX AKTOB
1o HHPOPMAIMOHHOM GE30IIACHOCTH, YTBEPIKAEHHbIX OpraHamu rocyIapCTBeHHON BIACTH.

IIpunaTeie Mepbl HHGOPMAIMOHHON GE30MACHOCTH He JOJIKHBI IIPETATCTBOBATE JOCTYITY
TIPaBOOXPAHUTENBHBIX OPraHoB B IIPENYCMOTPEHHBIX 3aKOHONATENHCTBOM CIYdasx K pecypcam
KOHKPETHbIX MH()OPMAI[MOHHBIX CHCTEM. Bce MOIb30BATENH MHOOPMAIMOHHBIX CHCTEM
YUpexxienus NOMKHBL HMETh IpPEICTABIEHHE 06 OTBETCTBEHHOCTH 3a IIPaBOHAPYIIICHUS B
obnactu wHbDOpPMAIHH.

5.2. CucTeMHOCTS.

CHCTeMHBIH IIOZXOX K IIOCTPOEHMIO CHCTEMBI 3aIllHTHI HHQOPMAalUK B YYpeKAEHUH
MIPE/IONIAraeT y4eT BCEX B3aHMOCBS3AHHBIX, B3aHMOJEHCTBYIONINX H H3MEHSIONEXCS BO
BPCMCHHM D3JIEMEHTOB, YCIOBHH M (DAKTOPOB, 3HAYUMBIX IS OHHUMAHHS H pelneHus mpooIeMsl
obecrieueHnss HHGOPMAIMOHHON 6E30MaCHOCTH Yupexaerus. [Ipu co3gaHNH CHCTEMBI 3aIUThI
YHHTBIBAIOTCS BCE Ca0bIe U HanboJIee yI3BUMBIE MECTa HH(BOPMAIHOHHBIX CHCTEM VYupexnenus,
a TaKoKe XapaKTep, BO3MOXKHbIE OOBEKTHI M HANPABIICHNUS aTak Ha He& CO CTOPOHBI HapylLIHTeNeH,
HyTH HECAHKIMOHHPOBAHHOIO NOCTyNa K HH(opMarmu. CHCTeMa 3aIIuThl JOIDKHA CTPOUTHCS C
YACTOM  BO3MOXXHOCTH IOSBIICHUA NPHHLMNMAIBHO HOBBIX IyTel peaiu3allid  yrpos
0e30macHOCTH.

5.3. KoMIIeKcHOCTS.

Komnnexkcroe mcmonp3oBanne METONOB M CPEICTB 3aIMUTHI HH()OPMAIIHOHHEIX CHCTEM
TIPEMIIONAracT COIrNacOBaHHOE NPMMEHEHHE MPOTPAMMHBIX M TEXHHYECKMX CPEICTB IIPH
TIOCTPOCHHH LENOCTHOM CHCTEMBI 3l TEI, IEPEKPHIBAIOLICH BCe 3HAYMMBIE KAHAIBI peaH3aiiul
yrpo3. 3alura JOHKHA CTPOUTECS SIIETOHAPOBAHO. BHELIHAS 3aMTa TO/DKHA 06ECIeYHBATLCS
(hu3sMYECKHMU CpeNCTBAMH, OpPraHU3aIHOHHBIME 1 IIPAaBOBBIMU MEpPaMH.

5.4. HenpepbIBHOCTH 3aMIUTEL

Hnst - obecnieueHuss 9TOr0 NpHHNMIA HEOOGXOIMMA  IIOCTOSHHAS OpTraHH3alHOHHAs
(aZIMHUHHCTPAaTHBHAS) IOAEPKKA (CBOEBPEMEHHAs CMEHA M 06ECTICUEHHE IIPaBUIBHOIO XPAHEHHH
¥ TIPMMCHEHMS WMEH, NapojieH, Kioded muppoBaHHs, IepepacnpesielleHHe ITOIHOMOYNI).
[Topsinox mosryuenus noctyma k HHGOPMAIIMOHHEIM pecypcam pernamenTupyercs B UHCTpyKuuu
II0JIb30BATENSA,  OCYIIECTBILSIFOINETO  OOpabOTKY MEPCOHANBHBIX IAHHBIX HA OOBEKTax
BBIYHCIIUTENIbHOW TEXHUKH.

5.5. CBOEBPEMEHHOCTE.

Ilpennonaraercs  ympexparommii  xapakTep Mep ofOecredeHuss HH(DOPMALHMOHHOM
0e30macHOCTH, TO €CTh OCTAHOBKA 33724 [0 KOMILIEKCHOH 3aIIHTe uHGOPMALUU U peaNn3alus
Mep obecnevenus 6e30mMaCHOCTH MHMDOPMAIMH HA  DAHHAX  CTAIHIX pazpaboTku
MH(OPMAIMOHHEIX CHCTEM. Pa3paboTka CHCTEMBI 3aIUTELI BEeTCs napajuieNbHO ¢ pa3paboTKOM
Y Pa3BUTUEM CaMoOii Mo uIesxanei 3amure HHGOPMAIHOHHON CHCTEMBL

5.6. TIpeeMCTBEHHOCTD U COBEpPIIEHCTBOBAHHE.



[Ipenmonaraer MOCTOSHHOE COBEPIICHCTBOBAHHE MEp M CPEICTB 3aIUTHl WH()OpPMALUH Ha
OCHOBE IMPEEMCTBEHHOCTH OPTaHM3alHMOHHBIX M TEXHWYECKHX DELIEHHH, KaIpoBOTO COCTABA,
aHanmu3a  (QYHKIHOHHPOBaHWS  HMH(DOPMALMOHHBIX  CHCTEM VupexneHus W CHCTeM
HHGOPMALMOHHOH 3aIfUTBl C Y4eTOM H3MEHEHHH B MeTomax u CpencTBax mepexsara
MHQOPMALlMH, HOPMATHBHBIX TPeOOBaHUE 110 3alTHTE, JOCTUTHYTOI'O OTEYECTBEHHOIO W
3apy0eXXHOT0 OIBITA B 3TOH 00JIACTH.

5.7. IlepcoHanbHast OTBETCTBEHHOCTb.

IIpenrnonaraer  BO3JIOXEHWE OTBETCTBEHHOCTH 33  oecHedeHme HH(pOpMaNHOHHO
Oe30IacHOCTH Ha KaXZIOro paGOTHHKA B IPEIENax ero MoJTHOMOUM. B COOTBETCTBHH C 3THM
TIpYHITUIIOM PACIIPE/EIICHUE NPaB U 0053aHHOCTEH paGOTHHKOB CTPOUTCS TAaKUM 06pa3oM, YTOGHI
B CIIyJae JI000r0 HapyINeHHs KPyT BAHOBHUKOB OBIT YETKO M3BECTEH HITH CBEICH K MHHUMYMY.

5.8. MUHUMHU3ANHS TOIHOMOYHH.

IIpenmonaraer npeaocTaBieH e HOIb30BaATENSIM MAHUMATHHBIX IIPaB JIOCTYTia B COOTBETCTBHH
€O ciyxeOHOH HeoOXOMUMOCTBI0. JIoCTyIl K MHQOPMALHH JOIDKEH IIPEIOCTABIISATHCS TOJNBKO B
TOM cly4ae H 00BEME, eclu 3T0 He0OXOAMMO PaGOTHHKY IS BBIIOIHEHHS €0 MOIDKHOCTHBIX
00S513aHHOCTEH.

5.9. I'ubKocTh cucTeMbl HHGOPMAIHOHHOM GE30MACHOCTH.

IIpenmonaraer cnocoGHOCTE CHCTEMBI HHMOPMALHOHHON O€30MACHOCTH pearupoBarh Ha
M3MCHECHHS BHEIIHEH CPE/bl U YCIIOBHH OCYINECTBIEHUs YUpexkIeHHEM CBOEH neaTenbHoCTH. B
YUCIIO TAKMX U3MEHEHUH BXOIIT:

- U3MCHEHHS OPraHU3alHOHHOM ¥ INTaTHOH CTPYKTYPEI Y UpexICHHUS;

- USMCEHCHHE CYIICCTBYIOIIMX MM BHCIPCHWE NPHHLMIIMANBHO HOBBIX HH()OPMAIIHOHHBIX
CHCTEM;

- BBOJI B OKCILIIyaTaI[HI0 HOBBIX TEXHUYIECKHX CPEICTB.

5.10. IIpocToTa IpHUMEHEHH S CPECTB 3AIIHTHL.

MexaHu3Mbl B METOIBI CHCTEMBI 3aIMUTEH HHMOPMALHH TOJKHEI OBITH ITOHSTHDI 1 IPOCTHI B
ucronb30Banuy. [IpuMeHenne CpeICTB U METOIOB 3AIIUTHI HE CBS3aHO CO 3HAHMEM CIIELHATbHBIX
SI3BIKOB  HJIA C BBIIONHEHHEM JEHCTBUH, TpeOYIOMIMX 3HAYUTENBHBIX JOMOJHHTEILHEIX
TPyZ03aTpaT IpK 0OBMHOM paboTe 3aperHCTPHPOBAHHBIX T0IB30BATENEH, A TAKKE HE TPEOYET OT
T0Jb30BATENs BBITOJTHEHHS MAJIONIOHSTHEIX €MY OIE€PALi.

5.11. O60CHOBaHHOCTE U TEXHHUYECKAS PEATH3YEMOCTb.

Ilpenromnaraer, 4To MHGOPMAIHOHHEIE TEXHONOTHH, TEXHIUECKHE H IPOTPAMMEBIE CpencTBa,
CPENCTBA U MEPHI 3aIIUTH HHPOPMAIIMH PEANTH3YIOTCS HAa COBPEMEHHOM TEXHHIECKOM YPOBHE H
000CHOBAHBI JUTS IOCTHIKEHHS 38 JaHHOTO YPOBHS 6€30TACHOCTH HHDOPMALIHY H SKOHOMHYECKOH
LIeIecO00Pa3sHOCTH, & TAaKKE COOTBETCTBYIOT YCTAHOBIEHHBIM HOPMaM H TPeGOBAHHSM IO
Oe30macHOCTH MHPOPMAIIKH.

5.12. Cnenuanusanus u mpoheCCHOHAIH3M.

IIpenmnonaraer npusneyenye K pa3paboTke CPEICTB U PEATH3ANME Mep 3alHThl HHQOPMALHH
CHICNMATM3HPOBAHHBIX OpraHHW3alii, Haubonee IOATOTOBIECHHBIX K KOHKPETHOMY BHIY
AEATENIBHOCTH MO 00eCreueH 0 6e30IaCHOCTH HH()OPMAIIMOHHEIX PECYPCOB, MMEIOIIUX OIBIT
NPaKTUYECKOH pabOTEI U TOCYJapCTBEHHYO JTUIIEH3UIO Ha IPABO OKA3aHHs YCIyT B 3TOH 06IacTH.
Peanusanus anqMUHHCTPAaTHBHBIX Mep M OSKCIUIyaTAl[Usl CPEICTB 3alUTHl OCYIIECTBISLETCS
IPO(ECCUOHATBHO IOATOTOBIEHHBIMHE CIENMATHCTAMH 3aIMUTH HHPOPMAIHH Y UpeIICHHSL.

5.13. O6s3aTenPHOCTh KOHTPOJISL.

IIpepnonaraer 06A3aTENEHOCTE U CBOEBPEMEHHOCTh BBISBIEHHS M IPECCUCHHS MOIBITOK
HapyILIEeHNs! yCTaHOBJIEHHBIX IPaBuIl obecredeH s 0e30macHOCTH HH()OPMALIHH.

KOHTposIb 3a HeATeTbHOCTBIO JIFOOOro IOJB30BATENs, KaXKAOrO CpEACTBA 3allUTHl U B
OTHOLICHHH JFOOOro 0OBEKTA 3alUTHl OCYIIECTBISIETCS HA OCHOBE INPHMEHEHHS CpPEICTB
ONEPaTMBHOTO  KOHTPOJII M  DErMCTPallMd M OXBAThIBAE€T CAHKIMOHMPOBAHHBIE U
HECaHKIIMOHUPOBAHHbBIC MCHCTBHUA IIOJIb30BaTeNell. BrLiBieHHBIE pabOTHUKAMH Y UpeiIeHHs
HENOCTATKM CHUCTEMbI 3allUTEl UHGOpPMALMH JOBOJATCS [0 CBEACHHS HEIOCPEICTBEHHOTO
pykoBoauTens. O CylecTBEHHBIX HEAOCTATKAX COOOINAETCss PYKOBOAUTEIO Y upekIeHu s,



VI. Mepbl, MmeTobI H cpeicTBa obecniedenus HHGOPMALHOHHOI 6e30MaCHOCTH.

6.1. Meps! o6ecieueHust HHGOPMAIHOHHON 6E€30IaCHOCTH.

6.1.1. 3akoHOmaTenpHLIE (IIPABOBHIE) MEPEI 0OECTICUEHHUS UH(OPMAITHOHHON 0E30MaCHOCTH K
TIPaBOBBEIM MepaM ObecredyeHns HHPOPMAIMOHHOM GE30MaCHOCTH OTHOCSTCS IeHCTBYIOIUE B
Poccuiickoit @eneparnuy 3aK0OHONATEbHBIE W MHBIE HOPMATHBHbIE AKTHL pETIaMEeHTUPYIOIIHE
npaBuna oOpamieHus ¢ uHQOpMalMeH, 3aKpesIolie [paBa M OOA3aHHOCTH YYACTHHKOB
MH(QOPMAlMOHHEIX OTHOIIEHHH B Ipolecce ee OOpabOTKM ¥ HCIONb30BAHHS, 4 TakoKe
yCTaHaBJIHBAIOIIME OTBETCTBEHHOCTh 32 HAPYIIEHHUs STUX MpaBuil. [IpaBoBbIe MepEI 0becIIeueHHs
MH(QOPMAIHOHHOK 0e30IaCHOCTH HOCAT YIPEXTAIOMMH, MPOQHIaAKTHYECKHIT XapaxkTep H
TpeOYIOT TOCTOSIHHOH pPashbACHHTETBHON pabOTHI C MONB30BATENSAMH M OOCIY)KHBAIOLIHM
[epCOHAIOM HH(POPMAIIHOHHBIX CUCTEM Y UpE)KIEeHHS.

6.1.2. Texnonormueckue Mepsl obecreueHus HHPOPMAIHOHHON G€30MACHOCTH K JAHHOMY
BUIy Mep obecrieuenus HHPOPMALHOHHOH 6e30IaCHOCTH OTHOCATCS TEXHOJIOTHIECKHE PELIeHHS]
U NIPUEMBI, HATIPABJICHHbBIC Ha YMEHBIIEHUE BO3MOXKHOCTH COBEPLICHUS PAOOTHUKAMHM OLIHOOK U
HapyIIeHUH B paMKax IIpeIOCTaBIEHHBIX UM TIPaB U IOJIHOMOYHIA.

6.1.3. OpranusaivonHsle (aIMHHHCTPATHBHBIC) MeEPHI OOecIedeHHs WH(OPMAIHOHHOI
0e30IacHOCTH.

OpraHusanvioHHBlE  (aAMHHHCTDATHBHEIE)  MeEphl  oOecledeHHs  MH(pOPMALHOHHON
0e30I1aCHOCTH — 3TO MepHl OPraHU3alHOHHOTO XapaKkTepa, pPerJaMeHTHPYIOIIHE IPOIECCH
(QyHKIMOHMPOBAHKS CHCTEMBI 0OPAbOTKH NAHHBIX, MCIOIL30BAHKE €& PECYPCOB, AESITEIBHOCTD
00CITy )KHBAIOIIEr0 MEPCOHAlIa, & TAKKe TMOPALOK B3aMMOJIEHCTBHS II0JIb30BaTeNeil C CHCTEMON
TaKuM 00pa3oM, 4TOOBI B HaWOOJBLIEH CTENEHH 3aTPYJHUTH MM HCKIIOYHTH BO3MOYKHOCTE
peanusanuu yrpo3 O€30IaCHOCTH MIH CHH3UTH pasMep MOTEPh B CIydae HMX DeanH3allii.
Opranu3alMOHHBIMH  (aIMHHHCTPATHBHBIMH) Mepamu  obecledeHHs HH(DOPMALHOHHOM
0€30I1aCHOCTH SIBJISIFOTCS:

- periamMeHTanus OCTyIla B 3MaHue Y UpekKICHHS;

- periaameHTalys JoImycka pabOTHHKOB K HCIIOJIB30BaHUIO HHPOPMAIIMOHHBIX PECYPCOB;

- aHayu3 TpeOOBaHUH K 3IIEMEHTAaM CHCTEMbI Ha OCHOBE 3asiBOK IIOJIL30BATENEH Ha 0OCITyKHBaHHE
¥ MOH(DHUKAIHIO alllIapaTHBIX U MPOrPAMMHBIX PECYPCOB;

- obecrieuenre ¥ KOHTPONIb (PU3MYECKOM [ENTOCTHOCTH (HEU3MEHHOCTH KOHQUIYPAIMK) CPEICTB
BBIYHCIIUTEIFHON TEXHUKH;

- 00y4eHHe oJIb30BaTeNe; EITENFHOCTD 10 00eCIeYeH IO HH(OPMAIHOHHON 6e30aCHOCTH;

- ycioBus 00pabOTKM MHGOPMALMOHHBIX PECYpCcOB KOHGMHMISHIIHAIBHOTO XapakTepa,
OTBETCTBEHHOCTH 334 HApYyILEHHUS YCTAaHOBJIEHHOI'O IOPSIKA IOJIb30BaHUS HHPOPMAIHUOHHBIMH
pecypcamu YUpexIeHus.

6.1.4. duzuyeckue Mepsl obecnedeHusT HHHOPMATHOHHON 6E30MACHOCTH.

®usngeckre Mepsl obecriedeHuss *HGOPMAITHOHHOM 6€301aCHOCTH OCHOBAHbI HA IIPUMEHEHHH
MEXaHUYECKUX, OJJIEKTPOHHBIX MM 3JIEKTPOHHO-MEXAHUYECKHX YCTPOWCTB, CIEIHATIBHO
NpENHa3sHAYEHHBIX [UI1 CO3JaHus (U3MUECKWX MPEMITCTBHH HA BO3MOXHBIX  ITYTSX
NPOHMKHOBEHHS] W JOCTyIa NMOTEHIHATBHBIX HApYIIHTENeH K dJeMeHTaM HH(POPMAallHOHHBIX
CHCTEM H 3alUIaeMoi HHPOPMALUH.

6.1.5. Texuugeckue Mepsl oOecriedeHUsI ”HPOPMAITHOHHOM OE30MaCHOCTH.

Texnuueckue  (ammapaTHO-TIpOrpaMMHBIE)  Mephl  OOecreueHHs  HHPOPMAITHOHHON
©€e301acHOCTH OCHOBAHbI Ha HCIIOIH30BAHIH 3JIEKTPOHHEIX YCTPOICTB U CIIEIMATBHBIX IIPOrPaMM
U BBIIOIHAIOIUX (CAaMOCTOSTENBHO MIIHA B KOMIUIEKCE C APYTUMH CpeicTBaMH) GYHKIIHH 3alHThI
(noeHTH(UKAIMIO ¥ ayTeHTH(QUKAIUIO TONB30BaTeNel, pasrpaHHYeHUe OCTyNa K pecypcam,
perucTpanuio cobsITul, Kpunrorpadhuyeckoe 3aKpeITHE HHPOPMAIHH).

VII. Ocobennoctn 06paboTku uudopmanuu, coaep:kaiieii nepcoHa bHbIe JaHHbIE.

7.1. Bce nepcoHaIbHBIE TaHHBIE CyOBEKTa Y UpeKICHHS CIeIyeT I0IydaTh Y Hero caMmoro (s
ofbygaroiuxcs YupexxaeHus oT poJuTeNell — 3aKOHHBIX IIpe/icTaBuTeNnei). Ecnu mepcoHanbHele
JIaHHBIE BO3MOXKHO TIOJNYYUTH TONBKO Y TPETheH CTOPOHBI, TO CYOBEKT IEPCOHANBHBIX HaHHBIX



JIOJDKEH OBITH yBENOMIIEH 00 3TOM 3apaHee M OT HEro NOJDKHO OBITH TOTYYEHO MHCHMEHHOE
coryacue.

HomkHOCTHOE U0 YUpeKIeHHs JOIDKHO COOBIIUTD CyOBEKTY TEPCOHANBHBIX NAHHBIX O
LEIBIX, HPEIIIOoIaraeMblX HCTOYHUKAX U CII0CO0aX MOMyYeH s IEPCOHANBHbIX IAHHBIX, 4 TAKKE O
XapakTepe nonexamux nonydenuto [IJ] u mocnencteusx otkasa naTh MUCEMEHHOE COLIACHE HA
UX IOJyYEHHE.

72. VupexnieHMe He HMeeT mpaBa IIONyYaTh U 00pabaTeIBaTh [aHHBIE CyOBEKTA
IEPCOHANBHBIX JNAHHBIX O €r0 pPacoBOW, HANMOHANBHOM NPHUHANIEKHOCTH, MOJIHTHYECKHX
B3TIISNAX, PETUTHO3HBIX WK QUIOCODCKUX YOEXKIECHUIX, COCTOSHIN 3I0POBBS, YACTHOM KU3HH.
B cnyuasx, HemocpeacTBEHHO CBSI3aHHBIX C BOIIPOCAaMH TPYIOBBIX OTHOINEHHH, B COOTBETCTBUH
co cr. 24 Koucturynuu Poccuiickoi Qezepanuu  paboTOAATENb BMpaBe MONYYaTh WU
00pabaThIBaTh TAHHEIE O YACTHOH KU3HH PAGOTHHKA TONHKO C €r0 MTHCHMEHHOTO COTTACHS.

7.3. CyOBeKT NepCOHambHEIX [aHHBIX CAMOCTOSITEIHHO IPUHUMAET pelleHHe O
IpEIOCTaBICHUH CBOUX NIEPCOHANBHBIX JAHHBIX U NAET COTIACHE HA X 06PabOTKy.

7.4. OGpaboTka yKka3aHHBIX JAHHBIX BO3MOYKHA 6€3 €r0 COIIACHS B COOTBETCTRHM co CT.6
DenepanbHbIM 3aK0HOM 0T 27.07.2006 Ne152 «O [IePCOHANIBHBIX JAHHBIXY.

7.5. Cornacue Ha 06pabOTKy IIEPCOHATBHBIX TAHHBIX 0(hOpPMIIAETCS B TUCHMEHHOM BHIIE.

7.6. ITucbMenHOE cornacue Ha 06paboTKy CBOMX IePCOHANBHBIX JAHHBIX I0DKHO BKITFOUATE B

ceOs:
- damMHIMIO, UMSA, OTYECTBO, afpec CYGBEKTA IEpPCOHATBHBIX JTaHHBIX, HOMEP OCHOBHOI'O
AOKYMEHTA, yIOCTOBEPSIOLIEIO €ro TMYHOCTh, CBENEHHS O JaTe BBIIAYM YKA3aHHOTO JOKYMEHTA
¥ BBIIABIIEM €TO OpraHe; HamMeHOBaHHE ((haMuiIHMIO, UMS, OTYECTBO) H aipec ONepaTopa,
TOMYHAOIIEro cornacue CyOheKkTa NepCOHATBHBIX aHHBIX; HENb 0OPAabOTKH MepCOHATbHBIX
AGHHBIX; IIEPEICHD [IEPCOHANBHBIX AHHBIX, Ha 00pabOTKY KOTOPBIX [AETCS COrache CyoheKTa
NCPCOHAILHBIX NAHHBIX; [EPEICHD ACHCTBUH C IEPCOHATBHEIX JAHHBIX HA COBEPIIEHHE KOTOPbIX
AaeTCs COrnacue, oOIee ONKMCAHHE HCIONB3YeMBIX OIEPATOPOM CIOCOBOB 00paboTku
IICPCOHATIPHBIX NAHHBIX; CPOK, B TEUYCHHUE KOTOPOTO NEHCTBYET COTacue, a Takke HOPSIOK €ro
OT3bIBA.

7.7. Cornacue Ha 06pabOTKy MEPCOHANBHBIX JAHHBIX MOMET OBITh OTO3BAHO CyOBEKTOM
TIEpCOHATBHBIX NaHHBIX 10 MHCEMEHHOMY 3apOCy Ha UMS TUPEKTOpa Y UpeskIeHHsI.

7.8. CyObeKT nepcoHaBHBIX JaHHBIX HMEET TPABO Ha IOIyYeHHE crenyomed HHpopMaIuu:
- CBE/ICHHUS O JIUIAX, KOTOPBIE MMEIOT OCTYIl K MEPCOHANBHBIM JaHHBIM UM KOTOPHIM MOYKET
OBITE MpefoCTaBIeH Takod JOCTYm; MepedeHb 0OpabaThIBAEMBIX [IEPCOHAIBHBIX JaHHBIX H
HCTOYHHK WX TIONY4EHHS; CPOKH 0OpabOTKM IEpPCOHANBHBIX JAHHBIX, B TOM YHCIE CPOKH HX
XPaHEHHS;

- CBEACHHUS O TOM, KaKH€ IOPUIMYECKHME IMOCIEICTBHS I CyObEKTa MEPCOHATBHBIX JAHHBIX
MOJXKET IIOBJICYb 3a COO0H 06paboTka ero nepcoHanbHbX JaHHbIX.

7.9. CyObeKT IepcoHaNbHBIX [aHHBIX BIpaBe TPeOOBATH OT omeparopa yTOYHEHHS CBOHX
NEPCOHANBHBIX NAHHBIX, UX OJIOKMPOBAHHS HIIH YHHUYTOXEHHUS B CIydae, eCTH MepCOHATbHBIX
AAQHHBIX SBJIAKOTCSA HETIOJIHBIMH, YCTAPEBIIMUMH, HEOCTOBEPHBIMHU, HE3aKOHHO MOJIyYEHHBIMHU HIIH
HE BJIIIOTCS] HEOOXOIMMBIMH UL 3asBICHHOM 11eId 06paboTKH.

7.10. CsemeHus o TIEpCOHANBHBIX NAHHBIX OJDKHBI OBITH IIPEIOCTABICHEI CYOBEKTY
[IEPCOHANBHBIX JaHHBIX ONEPATOPOM B IOCTYHHOH (opMe, M B HHX HE JOJDKHBI CONEPIKATHCS B
IIEPCOHANIbHBIX JaHHBIX, OTHOCAIIUECS K JPYTUM CYOBEKTaM MMEPCOHANLHEBIX JAHHBIX.

7.11. JlocTyn Kk CBOMM I€pPCOHATBHBIM JAHHBIM IIPENOCTABISETCS CYOBEKTY MepPCOHANBHBIX
JI@HHBIX UK €T0 32aKOHHOMY MPEICTABUTENIO OTIEPATOPOM IIPH IOJIyIEHHH TUCHMEHHOTO 3a1Ipoca
CyOBEKTa [ePCOHANBHBIX NAHHBIX MM €r0 3aKOHHOTO MpEeNCTaBHTENs. IIMCBMEHHBIH 3ammpoc
JOIKEH OBITh aIpecoBaH HAa HMs JUPEKTOpa YUpeKOeHHS HIM  YIIOJTHOMOYEHHOTO
PYKOBOIUTENEM JIHIIO.

7.12. CyObexT B 1paBe 06XaJloBAaTh B yIIONHOMOYEHHBIH Oprad 10 3alliTe IpaB CyOBEKTOB
IIEPCOHANIBHBIX TAHHBIX HJIM B CyNEOHOM MOPSIKE HENPaBOMEpPHbIE ACHCTBHS WK Oe3aeHCTBHS
NEPCOHANLHBIX JAHHBIX [MOMDKHOCTHBIX JIML YUpexIeHUs npu o0pabOTKe U 3alUTE €ro
[IEPCOHANBHBIX JaHHEIX.



VIII. O6s3aHHOCTH H NPaBa 10KHOCTHBIX JIMII,

8.1. pykoBomurens Yupexnenus OPraHu3yeT paboTy 1O NOCTPOEHWIO CHCTEMBI 3AIIHUTHI
HHPOPMAIOHHO# cHcTeMbl. B wacTHOCTH:
- HA3HA4aCT OTBETCTBCHHOTO 33 OPraHW3aIlHIO 3AIUATH HHPOPMAIHHE H3 4HCia COTPYTHHUKOB
Yupexnenus;
- YTBEPXKIACT KPYT JIML], KMEIOIIUX JOCTYH K 3aIUIIAeMOl MH(QOPMAITHH U OPSIIOK HX PaGOTHI:
- YTBEPKIACT KOMIUIEKT IOKYMEHTOB, OIPEIESISIONIHK TIOJIMTUKY B OTHOINEHHH 3allHTE
MHDOPMAIME B YUPEXICHHH, & TAKKE JIOKATbHELE AKTBI, yCTAaHABIHBAIOLIMX I[IPOLETYPEL,
HAallpaBJICHHBIC HA IIPEAOTBPAILEHHE W BLIIBICHHE HapyIeHu# 3aKkoHoaTenscTea PO,

8.2. OTBeTCTBEHHEI 3a 3alIUTY HHPOPMAIHH:
- paspabatbiBaer OPraHU3allHOHHO-PACTIOPSIAUTENBHEIE JOKYMEHTHI 110 BOIIPOCAM  3allHUThI
HH(OpMAaIEH IpU €& 06paboTKe ¢ MOMOIIBIO MH(POPMAIOHHON CHCTEMBL
- KOHTPOJIMPYCT HCTIONHEHHE MNPUKAa30B M PACIOPSKEHHiL BBIIECTOSAIIMX OpPraHM3aluil o
BOIIpOCcaM obecreueHns 6e30macHOCTH UHpOpMaIuy;
- obecrieumBaet 3amuTy HHpOpMAIWH, [HPKYTHPYIOMmeH Ha 00beKTax HHPOPMATH3AIIHH;
- IPOBOIIUT CHCTEMATHYECKHA KOHTPOIIb PAGOTHI CHCTEM 3AITHTHL HH(DOPMALH, IPUMEHSEMBIX B
MHQOPMAIHOHHOM CcHCTeMe, a Takxke 3a BBIIIOJTHEHHEM KOMILIEKCA OpraHU3alMOHHBIX
MEPOIPHUSITHH 110 00ECTIEYEHHIO Oe30MaCHOCTH uHpOopMaIHH;
- IPOBOIIUT HHCTPYKTaX [0JIb30BaTeNell MH(pOpMaIHOHHOH CHCTEMBI,
- KOHTPOJIMPYET BBINONHEHHE aJMAHUCTPATOPOM HH(MDOPMAIIMOHHON CHCTEMEL o0s3aHHOCTEH 11O
0DeCIIeuennIO (YHKIMOHMPOBAHKS CHCTEM 3alIUThI HH(OpManyy (HacTpoiika H COMpOBOKIEHHE
TIO/ICUCTEMBI yIPABJIEHHSI JOCTYTIOM II0JI30BATEIIS K 3aIUIAEMbIM HH(bOPMAIHOHHEIM pecypcam
HH(OPMAITHOHHOMN CHCTEMBI, AHTHBHPYCHAs 3al(UTa, PE3EPBHOE KOMUPOBAHUE TAHHBIX U T.11.);
- KOHTPONHMPYET IIOPANOK Y4YéTa M XpaHEHHS MAIIMHHBIX HOCHTEIeH KOHQHICHIHAILHOH
uHbOpMaLKy;
- Y4acTBYeT B paboTax 10 BHECEHHIO M3MEHEHHH B alnapaTHO-IMPOrPAMMHYIO KOH(HUIYPaIHIO
MH(pOPMAIHOHHOM CHCTEMBT;
- ONPEACIIACT TOPSIOK 1 OCYIIECTBIAET KOHTPOIb PEMOHTA CPEICTB BEIYHCIATENEHON TEXHHUKH,
BXOIUIINX B COCTaB HH(POPMAI[HOHHOMH CHCTEMBL,
- NPHHUMACT MEPBI 110 ONEPATHBHOMY H3MEHEHHIO IIapOJielt TIPH yBOIbHEHHH HITH HepeMEIeHU
COTPYTHHKOB, IMEBINUX JOIYCK K MHGOPMAIMOHHOM CHCTEME;
- TpeOYeT yCTpaHeHHs BBIIBJECHHEIX HAapyIICHWH HEIOCTaTKOB, NaeT o00s3aTeNbHbIEe s
HCIIOIIHCHUS yKa3aHUS IO BOIPOCaM OOECIeUeHHS IOJIONKEHEi UHCTPYKLIMH TI0 3aliuTe
HHbOpManuy;
- TpebyeT OT paGOTHHKOB NPENCTABICHHS MUCHMEHHBIX OGBICHEHEI 0o (axTam HapylieHHs
pexXuMa KOHGUIECHIIMAIBHOCTH,
- B Clyae BBLIBIICHUS MOMBITOK HECAHKIMOHHPOBAHHOTO JOCTYIIA K HHOOPMAIMH HJIH ITOHBITOK
XUICHAS, KOMUPOBAHHSA, HM3MCHCHHUS, HE3aMEIIMTENBHO IIPHHAMAET MEDPHI IIPECeYeHHs Hu
AOKIIa[IbIBACT PYKOBOJUTEIIO Y UPEIKICHHSL,
- 00 WMMEIOIMXCS HENOCTATKAX W BBISBICHHBIX HapyIIeHUsX TpeOOBaHHI HOPMATHBHEIX H
PYKOBOJAIIEX JOKYMEHTOB IO 3allMTe HHQPOPMALMH, 4 TAKKE B YCTAHOBICHHBIC CpOKH
IIOATOTABIMBACT HEOOXOMUMYIO OTYETHYIO ITOKYMEHTAIMIO O COCTOSHUH paboT mo 3ammure
uHbOpMaIuy.

8.3. HecooTBercTBHE Mep yCTAHOBJIEHHBIM TPEOOBaHMAM MM HOpPMAM IO 3AllUTeE
HHGOPMAIHH, SIBISIETCS HAPYIICHUEM U BIEUET aJIMUHUCTPATHBHOE HaKa3aHHE OTBETCTBEHHBIX
JIUI] B COOTBETCTBHUH C 3aKOHOIATEILCTBOM P®.

IX. 3aknouuTeIbHbIE M0JI0KEeHHMS.

9.1. [losnoXeHue BCTymaeT B CHITy C MOMEHTA ero YTBEPXKICHHS.

9.2. TlonoxeHue SBISETCS JOKATBHBIM AKTOM Yupexxnenus. Buecenue H3MEHeHHH wu
nononHeHuH B [lonoxkeHre OCyIecTBIsETCA B HOPSIIKE €ro [IPUHSTHSL.

9.3. Hacrosimee IlomoxeHHe MOXET OBITH H3MEHEHO (DOTOTHEHO) JIOKANBHBIM aKTOM
Vupexaernus.



